Abstract
In late 2007, the popular social networking site Facebook.com adopted "Beacon,"
an application that informs Facebook users' friends about purchases made and activities on other websites. 2 For example, if a Facebook user bought a movie ticket on Fandango.com, that user's friends would be informed of that fact through a news "feed"
on Facebook. Some users objected vigorously to the Beacon application, because their activities were reported on an opt-out basis, meaning that the user had to take affirmative action to prevent others from learning about their activities. An activism website, Moveon.org, organized a protest, calling users to action by asking, "When you buy a book or movie online…do you want that information automatically shared with the world on Facebook?" 3 Facebook responded to these critiques by changing its policy to obtain express approval before activities on other sites would be shared with friends.
The Facebook folly demonstrates how intensely consumers reject the "sharing" of personal information for marketing purposes. In this instance, consumers learned of Facebook's strategy because it was transparent and obvious to the individual. But what most do not realize is that, in the absence of a specific law prohibiting information sharing, businesses are generally free to monetize their customer databases by selling, renting, or trading them to others. In fact, the sale of customer information is a common, albeit opaque practice that, if disclosed at all, is usually mentioned in a "privacy policy."
Facebook's Beacon simply made information sharing obvious to users.
Studies have shown that most consumers oppose the sale of personal information.
Unfortunately, most consumers are under the misimpression that a company with a "privacy policy" is barred from selling data. To learn more about information selling, the authors, using a California privacy law, made requests to 86 companies for a disclosure of information sharing practices. The results show that while many companies have voluntarily adopted a policy of not sharing personal information with third parties, many still operate under an opt-out model that is inconsistent with consumer expectations, and others simply did not respond to the request. Based on these results, the authors propose several public policy approaches to bringing business practices in information sharing in line with consumer expectations.
Introduction
A 1973 report by the Secretary of Health, Education, and Welfare's Advisory
Committee on Automated Personal Data Systems recommended greater transparency in government database practices, and an ability for citizens to limit uses of personal information:
…the report recommends the enactment of a Federal "Code of Fair Information Practice" for all automated personal data systems. The Code rests on five basic principles that would be given legal effect as "safeguard requirements" for automated personal data systems.
• There must be no personal data record keeping systems whose very existence is secret.
• There must be a way for an individual to find out what information about him is in a record and how it is used.
• L. No. 93-579, 88 Stat. 1897 (Dec. 31, 1974 , codified at 5 USC § 552a. 6 "The Commission's findings clearly reveal an overwhelming imbalance in the record keeping relationship between an individual and an organization, and its policy recommendations aim at strengthening the ability of the individual to participate in that relationship. This can be accomplished in three ways: by prohibiting or curtailing unjustifiably intrusive information collection practices; by granting the individual basic rights, such as the right to see, copy and correct records about himself, coupled with obligations or organizations to incorporate protections for personal privacy in their routine record keeping operations; and by giving the individual control over the However, Congress failed to implement the recommendation, and to this day there is no comprehensive statutory framework regulating private-sector information collection. In our study, we made SB 27 requests to 86 businesses to test implementation of the law, to better understand how businesses sell personal information, and to map the landscape of information sharing among different businesses. The following sections of this paper explain SB 27 in greater detail, our methods for sending requests, the results of those requests, and a discussion of the results.
SB 27
Sponsored by the California Public Interest Research Group, SB 27 was intended to promote greater transparency in direct marketing use of personal data. SB 27 allows any Californian to contact a business and request that it disclose all the parties to whom personal information was sold in the previous year. Alternatively, a business can respond to a SB 27 request by providing a copy of the company's privacy policy and offering the requestor a cost-free method of opting out of information sharing. Third, financial institutions (banks, brokerage firms, and insurance companies)
are exempt from SB 27. The rationale for this exemption is that California and federal law already substantively limits these firms from sharing personal data with third parties.
Fourth, the law requires businesses to designate a mailing address, email address, or a telephone number for SB 27 requests. It must publicize this method of contact by either telling customer service representatives about it, by publishing it on a web page with the heading "Your Privacy Rights," or by making it available at every place of business in California where the company operates. When a SB 27 request is submitted to a designated point of contact, the company has 30 days to respond. However, if it is submitted to a different point, the company must respond in a reasonable time period not to exceed 150 days.
Fifth, companies can designate a SB 27 contact point on a webpage titled "Your California Privacy Rights." If a company does so, it need not respond at all to a SB 27 request sent to a different address.
22 "The term established business relationship means a prior or existing relationship formed by a voluntary two-way communication between a person or entity and a residential subscriber with or without an exchange of consideration, on the basis of an inquiry, application, purchase or transaction by the residential subscriber regarding products or services offered by such person or entity, which relationship has not been previously terminated by either party." 7 C.F.R. § 64.1200(f)(4) (1996 Ponemon also found that SB 27 caused companies to exercise more control over personal information. 69% reported tightening internal controls over sharing of personal information with third parties. 63% tightened descriptions of "affiliates" (which may receive personal information under SB 27) and third parties (to which information flow may be restricted under SB 27). 44% reported new due diligence procedures to address sharing information with third parties.
Methods

Students working the Samuelson Law, Technology & Public Policy Clinic during
Summer 2007 each chose businesses with which they had a relationship to send SB 27 requests. Students chose companies that were not banks, and that appeared to have over 20 employees. As described above, SB 27 creates a complex series of conditions for contacting a business to submit a request. Based on the law, we chose the following methods of contacting the business, in order from most preferable to least: a point of 24 Author Hoofnagle is a fellow of the Ponemon Institute, but did not participate in the study described here. 
Results
How Companies Complied
Of Finally ten companies did not respond at all as of this writing.
Information Sharing Disclosures
Only two companies, Walt Disney and Restoration Hardware, disclosed their information sharing practices.
Walt Disney provided a four-page response, indicating that it shares name and address, email address, age or date of birth, number of children, age or gender of children, occupation, telephone number, and the kind of product purchased with thirty- 
The "Other" Category
We placed nine companies in the "other" category.
Disputes concerning whether an established business relationship existed between the requestor and company accounted for four of the companies in the other category. In these cases, the company refused to comply with the law, claiming either that no established business relationship existed, or that the requestor was under an affirmative duty to prove that one existed. In each of these cases, we responded to the company, reasserting that the requestor did have a customer relationship, and that the law did not require account information or other proof that such a relationship existed. Despite these assurances and explanation, Rescue Rooter, Fast Cupid, Lexis Nexis, and Verizon never responded to the second letter.
Two companies, Macy's and the Huggies Baby Network (Kimberly-Clark) responded with a letter explaining that they needed more time to respond, but as of December 2007, no further communication has been received.
Another company, the New York Times, was categorized as "other" because it had different practices online and off. In the case of online users, the company does not sell personal information to third parties for marketing purposes. But for offline print subscribers, the company does sell its customer list and offers the ability to opt out.
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One company, Ann Taylor, responded with a privacy policy and opportunity to opt out that does not appear to comply with the law. The start of one paragraph claims that the company does not sell data to third parties: "To respect your privacy, Ann Taylor will not sell or rent the personal information you provide to us online to any third party."
The same paragraph later states, "Ann Taylor Although not categorized as "other," several companies, including
Amazon.com, 29 U-Haul, and Land's End, claimed that no established business relationship existed, but nevertheless complied with the request. Amazon.com and U- 27 The datacard provided here is one of 60,000 available online from Direct Magazine. See THE NEW YORK TIMES, DIRECT MAG LIST FINDER, available at http://listfinder.directmag.com/market?page=research/datacard&id=162122&aId=962. 28 Attached as Appendix 2. 29 Amazon.com was also of the incorrect legal opinion that it did not have to comply with the California law because the company has no physical presence in the State.
offered the ability to opt out of information sharing.
The Non-Responders
Ten companies didn't respond to our initial or follow up SB 27 requests. Those 
How Long Did They Take To Respond?
We were pleased to find that on average, companies that responded did so in 32.6 days (median=30.5). Several companies responded with 7 days. Those companies were:
Last.fm, Snapfish, Best Western, Blockbuster, Red Envelope, Super Media Store.com, Banana Republic, Best Buy, and J.C. Penney.
The Role of TRUSTe
One student noticed that three of the companies she queried, the New York Times, Flickr (Yahoo), and Shutterfly, that did not respond within 40 days of the initial request had TRUSTe privacy seals on their websites. TRUSTe is a non-profit organization that certifies privacy policies and monitors practices of companies.
Companies that apply for TRUSTe certification must give customers an ability to opt out from information sharing with third parties. Once this certification is in place, TRUSTe will mediate conflicts on privacy matters.
Since these three companies did not respond, the student wrote to TRUSTe to complain. TRUSTe opened case numbers for all three, and within a short time, all three companies responded.
Contact Information
SB 27 requires companies to follow one of several procedures to inform individuals of their rights to request an information sharing disclosure. We found that only 10 of the 86 companies in the study posted this information marked with a "Your California Privacy Rights" label on their website.
Online Versus Offline Sharing
Recall that the New York Times responded by specifying that the company sold information about its print subscribers, but did not sell data collected online. SB 27 is about information sharing generally, online and off. But in some cases, it is not clear whether a response pertains just to the company's online practices. Many responses refer to online activities without mentioning information sharing that may occur at brick and mortar stores.
Other Observations
JetBlue responded in 28 days with an assurance that it did not sell data for marketing purposes. It also claimed that it was statutorily barred from selling such data under the "Federal Passenger Privacy Act." To our knowledge, such a law does not exist.
Privacy laws such as SB 27 are generally conceived of as a tool for consumers to expose business practices. But even companies that sell their consumer databases to third parties can write a response that places the company in a good light. One such company was J.C. Penney's, which responded within the week of the request with a clearly-written letter explaining their practices. This form of compliance is far superior to the approach taken by many companies-simply mailing the privacy policy to the requestor.
Privacy policies are so confusing that in some cases, our students did not fully understand the responses. For instance, if a company offered an ability to opt out of a newsletter, some students mistook this to mean that the company sold data to third parties, and was offering an opt out of information sharing. This is another reason why responses like J.C. Penney's (included as Appendix 4) were more effective-they clearly stated company practices without simply repeating the confusing and strained language of a privacy policy.
Ann Taylor, unfortunately, serves here as another example of the poor practice of simply responding to requests with a copy of the privacy policy. According to the privacy policy, the company does offer an ability to opt out of Ann Taylor emails.
information sharing with third parties.
Conclusion and Recommendations
We were pleased to find that most companies responded to SB 27 requests, and that the average time for a response was 32.6 days. Furthermore, half of the companies we queried stated that they did not share personal information with third parties for marketing purposes. The other companies that we queried, however, demonstrated policies that contravene consumers' expectations at best. Several interventions could remedy these problems.
The SB 27 Process Is Burdensome and Confusing; Information Sharing Policies Should be Disclosed by Default
Fundamentally, the SB 27 request process is burdensome to all parties involved, and should be revamped to serve the goal of the legislation-to shine a light on third party information sharing. Rather than having consumers navigate the process of picking the right SB 27 contact information for a business (which may be ignored if it is incorrect), haggling over whether a customer relationship exists, and sending a request, it would make sense to require online businesses to post their third party information sharing policies as part of their overall privacy policy. Currently, many SB 27 statements and privacy policies use confusing terms to refer to the status of an information sharing partner.
For purposes of the law, the critical issue is whether an information sharing partner is an affiliate or a non-affiliate. However, companies use terms such as "sister company," a "family" company, "specially chosen," and "trusted partner" to describe information sharing relationships. These euphemistic terms are vague and misleading.
For instance, how do "family" and "trusted" companies differ? What objective criteria make an information-sharing partner "trusted," and if this partner violates that trust, who is responsible?
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More importantly, many companies' responses were so confusing that it was difficult to tell whether the company shared personal information with others. Instead of giving consumers a clear, binary "we share" or "we do not share" representation, privacy policies allow vague or contradictory statements. Recall Ann Taylor's privacy policy, which promises not to sell data collected online, but later states that information can be shared with "specially chosen marketing partners."
Consumers would benefit from clarity on both of these issues. Accordingly, we recommend that the State specify that "affiliate" or "non-affiliate" be used to describe the relationship between companies, and that a clear, unambiguous statement be made on companies' information sharing policies. 
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